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WEB THREATS
0.09K (0.92%)
EN I SA MALVMRE&52K(5.IW—\ _‘

SOCIAL ENGINEERING THREATS

0.61K (6.06%) _\

/— DOS/DDOS/RDOS 4.12K {41.1%)

PRIME THREATS

@®DOS/DDOS/RDOS

@ RANSOMWARE

@DATA

DATA 1.91K{(19.01%} ——

[ ) SOCIAL ENGINEERING THREATS
@ MALWARE

@SUPPLY CHAIN ATTACK

('WEB THREATS
Srmi
@®ZzERO DAY
Wait but these are not
mutually exclusive...
e.g. social engineering
leading to ransomware
RANSMAREZS’K(ZSJN)—/
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ENISA

SOCIAL ENGINEERING THREATS

MIKSGM%) x

This doesn’t feel
right...

There has also been a rise in compromises of cloud-based identities secured with multi-factor
authentication (MFA). Particularly concerning is the growing use of web proxy or adversary-in-
the-middle (AiTM) phishing pages, which can bypass many MFA implementations by stealing
sensitive session tokens. Attackers commonly use credential-harvesting forms or phishing
pages to collect login details from their victims. These phishing sites, designed to mimic popular
login portals, pass the user's credentials and MFA codes to the attacker. AiTM phishing pages

go beyond standard credential-harvesting techniques by using infrastructure designed to defeat
typical MFA methods. Unlike traditional phishing forms, AiTM pages function as a reverse web

AttiCSEC"ﬂ;‘éhﬁgg https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024/ 75-9-2024
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RISKY BUSINESS 18-SEPT-24 - CISA AUDIT

RISKY.BIZ

It’s a jungle out there

. ‘E\
Stolen account info still chief CISA Analysis: Fiscal Year 23

risk for federal agencies, Risk and Vulnerability Assessments
annual CISA audit finds

Publication: September 2024

/ "“‘CSE“”L‘;‘;;,'{';E’E https://youtu.be/uPjcpKPYF8g?t=1267 (from 21:07) 29-3-2024



https://youtu.be/uPjcpKPYF8g?t=1267

'I% TH RUUGH ST[ILEN [:RE[IS VALID ACCOUNTS EXECUTION

OBTAIN VALID ACCOUNT
THROUGH VARIOUS METHODS

TLP: CLEAR

% INITIAL ACCESS

WHAT Initial Access [TAQQO1) is the phase of malicious activity where threat actors attempt to
obtain unauthorized access 1o a victim's internal network, Gaining initial access 1o an
OFEANIZANON'S Network is one Of the first active Steps in a successiul attack. Threat actors
could use techniques— such as targeted spear phishing, valid accounts and credentials,
or exploiting critical vulnerabihties and weaknesses on network edge devices—to gain an
indtial foothold within a network. If threat actors establish indtial access, they could
execute other techniques-- such as privilege escalation- 1o uitimately steal information, . TEST VALID ACCOUNT
disrupt operations, or preposition for future actions on objectives. Preventing initial access
should be a main goal in protecting network assets and data, both internally and
externally.

TIRT WALID ACCOONT
v

Qs grwos, wwbdes Twosn!

e L Siomanyd iner LAN

HOW Threat actors use a variety of attack paths- such as., gaining access to valid accounts,
targeted spear phishing, leveraging insecure ports or protocois, or exploiting public-facing
apphcations- to compromise a victim's network, RVA analyses revealed that Valld
Accounts [T1078] were the most common successful attack technique, responsitile for
41% of successful attempts. A common technique under this tactic is cracking password
hashes, which was successful in 89% of USCG assessments 10 access Domain

Administrator accounts. Valkd accounts can be accessed internal or extemal 1o the ke .
network through default or stolen administrator accounts, or former employee accounts : ’
that have not been removed from the active directory. Additionally, initial access brokers ﬁif;ﬁfﬁ* '
that sell exploits and valid credentials 10 nation-state and crimingl threat actors are seen . s L

GETAND ACCOUNT
DORD WO WO

more frequently as the profits are rising for criminal activity.?. Threat actors can
compromise a valid administrator account if organizations go not change default
passwords, or through brute force if a weak password s In place. In many cases, this
attack technique is possible because the valid account allowed unauthorized users to
install or execute insecure software (such as unpatched or out-of-date software) on a
system or network. Figure 2 demonstrates a valid account execution.

CISA RVA 2024
https://www.cisa.qov/sites/default/files/2024-09/FY23%20RVA%20Analysis%20508.pdf
Atti[:SE[:urit\[_[:l]m Figure 2: Valid Account Execution o
/. TR 75-9-2024
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2.75% External Bemote SecvicesT1021 T1133

FY23 RVA Results Other* (2.77%)

MITRE ATT&CK™ TACTICS AND TECHNIQUES
Spear phishung TIS66

Initial Access

Threat actors attempt 1o obtain unauthorized Spear phishing Attachment
initial access into a victim’s network. Actors use TO865
techniques, such as Valid Accounts T1078 or Spear
Phishing Link T1566.002s, to gain this access. After
obtaining initial access, actors can then le Exploit Public-Facing Application
other techniques o move about the network, ™Moo

Mitigations

Organizations can mitigate the risks associated with Brute Foree T1110:
this technique by adhering to the following CPGs: Password Cracking T1110.002

CPG 1.E Mitigating Known Vulnerabllities CPG 2.A Changing

Default F

CPG 2.H Phishing-Resistant Multifactor Authentication CPG

2.M Email Security
5 2.N Disable Macros by Default

CPG 2.W No Exploitable Services on the Internet
*Other (2.77%)
092% TNunted Seltorabg 1190
0% Dvue oy Covgeorvese TTIN
O 2% Hasdwass Ao T1200
0 1% Regication Thwaugh Removatie Mese

OITS Prodens dadthm Trle 19058

VA Atticﬁecumghﬁgg https://www.cisa.gov/sites/default/files/2024-09/InfographicFY23RVA508.pdf 25-9-2024
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LESSON #1
AITM & TOKEN REPLAY

MFA-resilient Phishing Techniques




#1: AITM & TOKEN REPLAY

Microsoft Threat Intelligence
a7 o + Follow
-®

Microsoft has detected a 111% year-over-yesr
INCIRaRR In token replay attacks. and inodents ae
continuing to grow. in token replay attacks. attackers
stes tokens - suthentication artfacts 1hat grant users
FLCOSE 1O rEsOuUrCes — COMMOnly Vi3 Mmalwase of
adversary-m-the-muddie (AITM) attacks. and then
replyy the token from somewhere elss to
IMPRrSONAte LEers and AC0ess ther data

While token theft conatitutes fewer than 5% of all
Identity compromises. MaCrosoft @apects threat actors
to conbnue using thes technique. especally snce it
AIows AACKers 1O OrCummvent Protection meliures
ke mult-1actor authentication (MFA)

In this DIOg post. Microsoft provades detls on the
mechanics of tokens, the token theft attack chain
and how Microzoft protects customers against token
theflt tfvcugh token Binding. We 5o pronde
recommaendations for a systematic defonse-in-cepth
approach to counter token theft

attacks: hitpe//msfLiy/6042159 Ty

/ AtticSecurity.com
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P4 Auicsecurity.com https://youtu.be/v6qDYYVfQd4?si=6a7L06z-gacQdL9D 25-9-2024

by ZOLDER



https://youtu.be/v6qDYYVfQd4?si=6a7Lo6z-gacQdL9D

EVILGINX POC

s () https://dscm.dev

This page is for the demonstration purposes of Clone Detection / Clone Mitigauor

A Y @ © E & ¥ GO0 ®

B® Microsoft
Sign in

nail address, phone number or Skype

No account? Create one!

Can't access your account?

Back Next

Q Sign-in options

AtticSecurity.com 0.
/. TR 75-9-2024




CAAS > EVILPROXY

Reverse proxy
Owr phishing pages amn 100% dentica
eviiproxy You get LOGIN, PASSWORD, COOKIES and more info about user
.:.:i:::,’ om"mé Wo can help you incraase your resisdance 10 piyshing attacks. Phishing as & Service (PhaaS) /s 8 secunity awareness program for averyons in an organization,
Feactora 1 Ourphishing simulations are supported by a proprietary software platform. In particular, cur backend appiication offers a complete sef of features needed 10 run pisshing campalgns:
Get a deme completely free for 1 day!
‘

We can help you improve your resifence against phishing altacks. Phishing as a Senvice (PhaaS) is a secuvily awaveness program 1o alf employees of the ampanzation,
Our phishing simulations are supported by an in-house developed software platforn. kn particuliy, our backand applicabon offers the fdl sef of functionalites requined 10 conduct phizshing campagns

+ Services:

« mécrosoft 10/20/31 days « 1808/2608/4008 (Hotmall, CORP, Remote S50, ADFS) (auto cookles refresh with internal tool)
- google 10/20/31 days = 2508/4008/6008

- icloud.com 10/20/31 days = 1508/2508/4008 (auto token/cookios refresh up 1o 2 days with internal 100l)
- dropbox.com 10/20/31 days = 1508/2508/4008 (also sign in with google)

- github.com 10/20/31 days » 150 § /250 § /4008

« facobook.com 10 /20/31 days = 150 § /250 § /4008

- yahoo.com 10/20/31 days = 150 $ /250 $ /4008

- ackoom 10/20/31 days « 150 § /250 $ / 4008

« twitter 10/20/31 days = 150 § /250 § /4008

- wordpress.com 10/20/31 days = 150 § /250 § /4008

- pypiorg 10/20/30 days = 150 § /250 § /4008

« npmijs.com 10/20/30 days « 150 $ /250 $ /4008

« rubygems.org 10/20/30 days = 150 § /250 § /4008

/. AtticSecurity.com 95-9-9074
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CAAS > TYCOON

Saad Fridi ( Tycoon Group )

last seen just now

y 2 oom350$m330$fof30days
: 4‘| ‘” .com 2508 .ru 2308 for 20 days

BTC
19NReVFKJsYYCCFLGTuNKYrUQQE2bBAJwx

Usdt TRC 20
TMuvWvkX6EYNGQPcSZ7M3HRFBRkHaMm7rq

PM (Hon)
V21672477

AtticSecurity.com
by ZOLDER

Today

Bro id like to buy access . too much fails with 2fa nowadays. need strong service! can | plz buy access
0935/

want to start with .ru to try | sned 230 btc soon . ..




MEASURES V5 AITM?

* Phishing Resistant MFA

* Passkeys

 Windows Hello & Microsoft

» FIDO2 key & acid.burn@kelder.io

® Certificates Enter password

x Phishing attempt detected!

« Compliance-based Conditional Access

DO NOT ENTER YOUR PASSWORD

 Non-BYOD friendly
Use an app instead
e Custom CSS Sign in
» SafeLinks
AtticSecurity.com _0-
/. T 75-8-2024




LESSON #2
PRIVILEGE MANAGEMENT

It is not all about users...




Partner Tier1 Support Directory Synchronization
Accounts

#2: PRIVILEGE MANAGEMENT++ T

N

App Consents Hidden Admin Roles —
&t Microsoft Medium  © - 2 »

testadmin@fourthcoffeetest. onmicrosoft.com

Permissions requested The Most Dangerous Entra Role
Best Practices Demo You’ve (Probably) Never Heard Of

Fabrikam, Inc. €
Microsoft 365 Certified Gg Q Andy Retibens
This application is not published by Microsoft. O e

Poats By SpecterOpe Team Members

This app would like to: S P Is
. . . .
22 Global Administrator | Assignments - erv I Ce rl n CI p a S
8 Al roles
N Have full access to your calendars ]
+ Add assignments < Remove assignments ¥ Download assignments () Refresh ({' ManageinPIM | &’ Got feedback?
AP g g X Diagnose and solve problems s & L 2 =
v/ View your basic profile ) has a built-in role called “Partner Tier2 Support” that enables
V' Manage @ You can also assign built-in roles to groups now. Learn More (7'
2 Assignments on to Global Admin, but this role is hidden from view in the Azure
v/ Maintain access to data you have given it access to T - FRCNERy PRI SRS TONG 55 Ltk LYy G A
) £) Description @ VYour delegated admin partner(s) can use this role to manage your tenant. See your Delegated admin partner(s). Ll
> Activity '
D Consent on behalf of your organization > Troubleshooting + Support Search
[ search by name
e matters
Accepting these permissions means that you alow this app 10 use, [an
your data as specified in thelr terms of service and privacy Name UserName Tvpe
clatement m p"bhsh“ h” t T 'd I'nks ‘h ’" ms [J samsung Email 8acd33ea-7197-4a96-bc33-d7cc7101262f ServicePrincipal o e " " :
'o" o 2 .:?1 p.yw‘: ed lssic 'o \ - 0] Adminagents Group dversary may target the “Partner Tier2 Support” role to maintain
)!0“ You can ge these parm ns s ' . -
https//myaops microsoft com. Show details O emergency admin emergency-admint vser Ithy, privileged persistence in an Entra 1D tenant
[ Erik Remmelzwaal erik@ User
Does this app look suspicious? Report it here [ artner Technician Group X c . L > £ 5
; ¢ the Azure portal GUI obscures this role, it can be challenging for

Azure admins and security professionals to audit assignments for this
Cancel Accept role

D Samsung Email 8acd33ea-7197-4a96-bc33-d7cc7101262f ServicePrincipal

/. AtticSecurity.com 95-9-9074
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LESSON #3
PUBLIC TEAMS & SITES
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#3: PUBLIC TEAMS & SHAREPOINT SITES |\, -

0 Ly Shewts Sharra

. 2/ ZOLDER —
& s wpbad wcutty assh g -~ - -
Fortinet confirms breach that likely
. » -

Get a team site connected to Microsoft 365 leaked 440GB of customer data

Groups Site name .

Use ths design 10 coflaborate wth your team. Share documents, Camole i : i —

s byoreoe, htiomr pamsbiapLprleossic o mp ' Public SharePoint sites - the
new open shares

. Geoup emall address n § °
= Example P4
% m e RS The cybersecurty comgany said a threat actor had unauthonzed access 10
. Site address ! T files on a third-party cloud-shated drive
- Example p
During one of Ouw enQagements we were Bvestigating a
Microsoft 365 envircament, My cotfcague ik
discovered that masy SharePoint snes mere pablicly
- anire s e available within the oiganization. We were swprised by
: I g the amount sites that were wide open this way. A lot of
sensitive sformation was located on those sites, for
example Pilnformation and passwords for critical
Privacy settings sysiems
Private - ondy members can scoess thes site

https://zolder.io/blog/public-sharepoint-sites-the-new-open-shares/

PUbBC « anyone in the OrQanaaton Can access the sae

Privace - only members can access ths ste

Crndee NIV Mt Maitersim b

Next Cancel Fortinet has confumed a data beeach that has allegedly compromesed 480GS of

/. AtticSecurity.com 90-9-70%4
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https://www.csoonline.com/article/3520517/fortinet-confirms-a-breach-that-likely-leaked-440-gb-of-customer-data.html
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LEaaON #4
'FREE" SIEM

Make use of what you pay for

P AtticSecurity.com
’”. hy ZOLDER




#4: FREE LOGGING & MONITORING

Free data sources

The following data sources are frée with Microsoft

Sentinel;

o Arure Activity Logs

o Microsoft Sentinel Health

o Office 365 Audit Logs. including all SharePoint
activity, Exchange admin activity, and Teams

o Security alens, including alerts from the foliowing
SOUrces:
o Microsoft Defender XDR
o Microsoft Defender for Cloud
o Microsoft Defender for Office 365
o Microsoft Defender for Identity

-

o Microsoft Defender for Cloud Apps
o Microsoft Defender for Endpoint

o Alerts from the following sources:
o Microsoft Defender for Cloud

@ Microsoft Defender for Cloud Apps

/ AtticSecurity.com
/. by ZOLDER

Microsoft

Sentinel

2 Seanch sourcm, serviom. snd docs e )

4] Microsoft Sentinel | Data connectors
[ - saodes A& Ffoan
Cormeal
- s More comment o
9 m 124 - 1‘ c Cantent hud
Conmectons Comnpmed
P
& Newa & gode Owheraies . MNowser Al Dots Yypen - AR Yann AR r Microsoft 365 Defender (Proview)
Snn Chawm Ve rarve Connecied ’ Mecroeok: o1 Mo Age
Yw'-uwl y - » 2) S Svw
8 rodert r Microsoft 365 Detender (Preview)
Microwah
‘ - v - » ol § -
o M o Mcrosolt Defendier for COoud - o o teler - —
Adcytmot o) o T vt - -
|~ » > r
Yaie Ause r Mcrosolt Defender for Cloud Apps " o - s
.
O »
A Microsoft Defender for Indpoint e
" AR ATTA o o AL - u p
* Naromh i
LT — Ao
o —o— = Microwclt Defender 4o identity o Micouzh Dete Marageme
0 Contant hli Proves Mar i
@ Sescurinws Peven o Microwelt Defender for lot
o
o
Corlupmwmon 0 Microsclt Defender for Office 165 (Mreview) ‘ 2 a A T2
B 0w izovecion 2 —
. My .
@ ~ [ oo cormair s |

https://learn.microsoft.com/en-us/azure/sentinel/billing?tabs=simplified%2Ccommitment-tiers#free-data-sources

20-3-2024
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USER IMPERSONATION

Office 365 Security & Compliance

User Impersonation

Edit impersonation policy

Editing Add users to protect

Add up to 60 internal and external users you want to protect from being impersonated by attackers
e recommend adding users in key roles. internally, these maght be your CEQ, CFO, and other senior
. these could include council members or your board of directors

— Get tips for adding users to protect

Add users to protect

Add domains to protect

Actions

Mailbox intelligence

Add trusted senders and domains

Protect targeted users and domains & GCITS

/. AtticSecurity.com 90-9-70%4
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PHISHING MAILTIPS

Proposal Review

w Label: Tenant retention policy (30 days) Expires: Fri 2021-03-18 15:39

5 Megan Bowen —~
' Wed 2020-09-02 15:39 ke
To: Alex Wilber

You don't often get email from Megan.Bowen@contoso.com. Learn why this is im QD Feedback

Message

Reply Forward

/. AtticSecurity.com 90-9-90%4

by ZOLDER




SAFELINKS

/.

BT Microsoft

@

We've detected an unsafe link.

Visiting this website might not be safe. As a benefit of your Microsoft Office 365
subscription, Microsoft has blocked http://wwav.obvious-phishing-att... . This website
might harm your computer or cause your personal information to be stolen

We recommend that you do not continue,

Return to Outlook

Outlook

This website is classified as

malicious.

Opening this website might not be safe.
www.unsafe_url/login.php

We recommend that you don’t open this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
personal data.

" Aantinue anvway (not TL""""“""""'A"-"

) -

Powered by Office 365 Advanced Threat Protection

AtticSecurity.com
by ZOLDER
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ATTIC SECURITY

D> ONBOARD
e

/ AtticSecurity.com
/. by ZOLDER

Automated, scalable cybersecurity operations for SMB. We also have Al.

Verdochte E-moil
Tronsportregel

®.©
‘ 1 minute explanatory video: https://youtu.be/MvdgQUVUCy8
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