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SHOULD 
DEFENDING M365
BE A PRIORITY?
What do you think? Why?
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ENISA

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024/

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024/
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ENISA

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024/

Wait but these are not 
mutually exclusive… 

e.g. social engineering 
leading to ransomware

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024/
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ENISA

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024/

This doesn’t feel 
right…

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024/
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RISKY BUSINESS 18-SEPT-24 – CISA AUDIT

https://youtu.be/uPjcpKPYF8g?t=1267 (from 21:07)

https://youtu.be/uPjcpKPYF8g?t=1267
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41% THROUGH STOLEN CREDS

CISA RVA 2024: 
https://www.cisa.gov/sites/default/files/2024-09/FY23%20RVA%20Analysis%20508.pdf

https://www.cisa.gov/sites/default/files/2024-09/FY23%20RVA%20Analysis%20508.pdf
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https://www.cisa.gov/sites/default/files/2024-09/InfographicFY23RVA508.pdf
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5 LESSONS 
LEARNED
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LESSON #1
AITM & TOKEN REPLAY
MFA-resilient Phishing Techniques
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#1: AITM & TOKEN REPLAY



AtticSecurity.com
by ZOLDER 25-9-2024https://youtu.be/v6qDYYVfQd4?si=6a7Lo6z-gacQdL9D

https://youtu.be/v6qDYYVfQd4?si=6a7Lo6z-gacQdL9D
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EVILGINX POC
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CAAS > EVILPROXY
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CAAS > TYCOON
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MEASURES VS AITM?
• Phishing Resistant MFA 
• Passkeys
• Windows Hello
• FIDO2 key
• Certificates

• Compliance-based Conditional Access 
• Non-BYOD friendly

• Custom CSS

• SafeLinks
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LESSON #2 
PRIVILEGE MANAGEMENT
It is not all about users…
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#2: PRIVILEGE MANAGEMENT++
App Consents Hidden Admin Roles

• Partner Tier1 Support
• Partner Tier2 Support

• Directory Synchronization 
Accounts

• On Premises Directory Sync 
Account

Service Principals
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LESSON #3 
PUBLIC TEAMS & SITES
Modern day open SMB shares
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#3: PUBLIC TEAMS & SHAREPOINT SITES

https://www.csoonline.com/article/3520517/fortinet-confirms-a-breach-that-likely-leaked-440-gb-of-customer-data.html

https://zolder.io/blog/public-sharepoint-sites-the-new-open-shares/

https://www.csoonline.com/article/3520517/fortinet-confirms-a-breach-that-likely-leaked-440-gb-of-customer-data.html
https://zolder.io/blog/public-sharepoint-sites-the-new-open-shares/
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LESSON #4 
‘FREE’ SIEM
Make use of what you pay for
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#4: FREE LOGGING & MONITORING

https://learn.microsoft.com/en-us/azure/sentinel/billing?tabs=simplified%2Ccommitment-tiers#free-data-sources

https://learn.microsoft.com/en-us/azure/sentinel/billing?tabs=simplified%2Ccommitment-tiers
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LESSON #5 
PREMIUM ANTI-PHISHING
Make use of what you pay for
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USER IMPERSONATION
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PHISHING MAILTIPS
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SAFELINKS
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ATTIC SECURITY
FIXALARMONBOARD

1 minute explanatory video: https://youtu.be/MvdgQUVUCy8

Automated, scalable cybersecurity operations for SMB. We also have AI.

https://youtu.be/MvdgQUVUCy8

